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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

• Common triggers: Security incidents (in-house or involving competitors), new compliance requirements (NIS2, GDPR), audit

results

• Content: Technical articles, threat reports, webinars, SEO-optimized blog posts on current threats

• Multiple decision-makers involved: IT directors, CISOs, executive management, and often data protection officers as 

well

• Content: White papers, comparative studies, case studies, analyst reports (Gartner, Forrester)

• Important: technical depth AND business value (risk mitigation, compliance, costs)

Gap Analysis & Priorization

Architecture Design and Market Analysis 

• Highly security-specific: testing phases, sandbox demos, penetration tests, 

discussions with reference customers

• Trust is the main driver here—certifications (ISO 27001, SOC 2), references, 

transparency regarding the company’s own security architecture

• Regular security updates, threat intelligence

reports, quarterly business reviews

• Satisfied customers become references—which

is extremely important in this industry, since

trust is a key factor in purchasing decisions

Trigger &  

Awareness

Consideration

Strategy

Requirements

Evaluation

Decision & 

Purchase

Implementation

Operation

• Often a complex procurement process (RFP, security clearance, 

legal review)

• Clear SLAs, an onboarding plan, and a support structure should

already be in place at this stage

• Critical Phase: A Smooth Deployment Is Key to Customer 

Satisfaction

• Dedicated Point of Contact, Clear Communication, 

Training

• Very long sales cycles (often 6–18 months)
• Multi-stakeholder decisions (technical, business, and 

legal)

• Trust signals (certifications, audits, transparency) are 
more important than pure marketing

• Content must appeal to both groups: technical experts 

and decision-makers without in-depth technical 
knowledge



OT Security Attacks

 Recent and Ongoing Industrial Cyber Incidents (2022–2025)

1. Polish Critical Infrastructure Cyber Operations (2024–2025)

2. Danish Energy Sector Intrusions (2023–2024)

3. United States Water Utilities Cyber Incidents (2023–2024)

4. German Municipal Utilities Cyber Incidents (2023–2024)

5. Jaguar Land Rover Ransomware Attack (2023)

6. Ukraine–Russia Conflict Cyber Operations (2022–2024)

7. Pipedream / Incontroller (2022)
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8. JBS Ransomware Attack (2021)

9. Colonial Pipeline (2021)

10. SolarWinds Supply Chain Attack (2020)

11. EKANS / Snake Ransomware Attacks (2019–2023)

12. Norsk Hydro Ransomware Attack (2019)

13. Ryuk Ransomware (2018–2022)

14. APT33 Campaigns (2017–2020)

15. WannaCry Ransomware (2017)

16. NotPetya (2017)

17. Triton / Trisis (2017)

18. Industroyer / CrashOverride (2016)

19. Sandworm Campaigns (2015–2020)

20. Ukraine Power Grid Attack (2015)

21. BlackEnergy (2014–2015)

22. Dragonfly / Energetic Bear (2014)

23. German Steel Mill Cyber Attack (2014)

24. Havex (2013)

25. Shamoon (2012, 2016, 2018)

26. Stuxnet (2010)

27. Slammer Worm Impact on Davis-Besse Nuclear Plant 
(2003)

28. Maroochy Shire Sewage Spill (2000)

OT Security Attacks

• Foundational and Historical ICS and Industrial Cyber Attacks (2000–2021)



ENISA THREAT LANDSCAPE 2025
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AI and OT Security
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Angriffe auf Wasserversorger in Minnesota decken Cyberrisiken der Branche 
auf (31. Juli 2026)

What is confirmed
Between Sunday, July 26 and Monday, July 27, 

more than 30 community water and wastewater 

systems across Minnesota were targeted in what 
Minnesota IT Services has described as a 

coordinated cyberattack. MNIT activated statewide 

incident response.

Hackers targeted operational technology (OT) systems at two 
private water utilities in Colorado in late August, apparently 

attempting to cause disruptions…

CISA urged the water sector to secure OT in light of these attacks. 

The cybersecurity agency said it is aware of 100 internet-

exposed water systems targeted in cyberattacks in July.
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New Jersey, Alabama Join States Targeted in Water Cyberattacks

29. August 2026

securityweek.com

thehackernews.com

cisa.gov

https://www.securityweek.com/hackers-using-ai-to-target-siemens-plcs-in-critical-us-sectors/?utm_campaign=31203373-SecurityWeek%20Daily%20Briefing&utm_medium=email&_hsenc=p2ANqtz-93TO7UlVjEsxVx8nQLX-sy208OMKtsn0bEZJAVF0m4-tKiTgxPp1mvkrxb5cvKgcHfpHf7JtqTuvSu4u2wf0q8xo8N2fOPmhUX_Ts6nhqsgVdI1SY&_hsmi=434221873&utm_content=434221873&utm_source=hs_email
https://thehackernews.com/2026/08/ai-generated-exploit-scripts-target.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-231a?is=3896e3c3ad998681f26fcca847c32cddba7fc3992d048981c96a1eccff367879
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Dragos details AI-assisted intrusion targeting Mexican water utility as Claude, 
OpenAI models used to pursue OT access

industrialcyber.com

• Dragos analysis of materials associated with the compromise 

of a municipal water and drainage utility’s IT environment 

indicates an unknown adversary leveraged commercial AI 

tools to target OT infrastructure.

• Dragos assesses with high confidence that the intrusion was 

primarily enabled by Anthropic’s Claude, which supported the 

development and technical execution of core intrusion activity.

• The AI correctly identified an internally accessible vNode 

Supervisory Control and Data Acquisition (SCADA) / Industrial 

Internet of Things (IIoT) management interface as a critical 

infrastructure-related asset and generated a targeted 

password spray attack to breach the IT-OT boundary.

• Extensive AI-developed tooling demonstrated how an 

adversary’s use of AI as an aid materially accelerated the 

intrusion by operationalizing capabilities against IT systems 

adjacent to OT through the rapid application of publicly 

available tradecraft.

https://industrialcyber.co/reports/dragos-details-ai-assisted-intrusion-targeting-mexican-water-utility-as-claude-openai-models-used-to-pursue-ot-access/
https://thehackernews.com/2026/08/ai-generated-exploit-scripts-target.html
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New Jersey, Alabama Join States Targeted in Water Cyberattacks

What is remarkable is not that programmable logic 

controllers are being targeted—that is well known. What is 

remarkable is how. According to the authorities, the 

attackers use AI-generated exploit scripts, disguised as 

legitimate OT monitoring tools, to identify exposed S7 

controllers. Using search services such as Censys and 

ZoomEye, they locate devices that are accessible from the 

internet—preferably those with outdated firmware or lacking 

basic network segmentation. The entire product line, from 

the S7-200 to the S7-1500, is affected.
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OT Security Best Practice – Sliding Scale of Cyber Security (SANS)

Value to Security Cost

Offense

Intelligence

Active Defense

Passive Defense

Architecture
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OT Security Best Practice

https://www.csoonl ine.com/article/3980431/more-assets-more-attack-surface-more-
risk.html?utm_date=20250514035709&utm_campaign=CSO%20US%20First%20Look&utm_content=slotno-3-title-
73%25%20of%20CISOs%20admit%20security%20incidents%20due%20to%20unknown%20or%20unmanaged%20assets&utm_term=CSO%20U
S%20Editorial%20Newsletters&utm_medium=email&utm_source=Adestra&aid=16065171&huid=204be216-8511-4f41-b3ed-d4e8ba33db35
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Cyberangriff auf 470.000 PV-Anlagen - Eine Sicherheitslücke hätte die Abschaltung 
von 17 GW ermöglicht!

https://www.l inkedin.com/posts/jonas-immler-1259761b2_sicherhei tslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-
40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk

Wie die ARD Tagesschau berichtet, hat 

ein 23-jähriger Hacker eine kritische 

#Sicherheitslücke in der Cloud-Plattform 

des chinesischen Herstellers Sungrow

entdeckt und dabei weitreichende 

Administratorrechte erlangt.

Das erschreckende Ausmass:

• Zugriff auf rund 470.000 PV-Anlagen, 

davon 250.000 in Deutschland.

• Potenziell 17 GW Solarleistung, die laut 

dem Sicherheitsforscher gleichzeitig 

hätten abgeschaltet werden können.

• Ein mögliches Szenario mit 

gravierenden Folgen für die Stabilität 

unseres europäischen Stromnetzes.

https://www.tagesschau.de/inland/regional/hessen/hr
-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-

kritische-sungrow-schwachstelle-100.html 

https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.linkedin.com/posts/jonas-immler-1259761b2_sicherheitslaescke-sicherheitslaescken-cyberrisiken-share-7514227481399398400-40qY/?utm_source=share&utm_medium=member_ios&rcm=ACoAAAA67EMBmYJa-LAhDkDu6acBDMF-UlayaRk
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
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https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
https://www.tagesschau.de/inland/regional/hessen/hr-sicherheitsluecke-bei-solaranlagen-hacker-entdeckt-kritische-sungrow-schwachstelle-100.html
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OT Security 5 Critical Controls (SANS) for ICS/OT cyber defense

1) ICS-specific incident response

2) Defensible architecture

3) ICS network visibility

4) Secure remote access

5) Risk-based vulnerability management
Und : 

Gesunder 

Menschen-

Verstand
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