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Data Poisoning in Al

Wie Daten dazu fiihren, das Al
Systeme manipuliert werden
kbnnen.




Das Prinzip von Data Poisoning in Al




Source: Explaining and Harnessing Adversarial Examples




,.
(6]
g
)
(@]
-
O
2,
e}
()




Adversarial Attack on visual image recognition

https://www.cse.gatech.edu/news/611783/erasing-stop-signs-shapeshifter-shows-self-driving-
cars-can-still-be-manipulated



DATA POISONING PROBLEM: E.G. VISION COMPUTINGX

Al and machine learning enhanced systems are vulnerable to adversial attacks and data poisoning.
Attackers are forcing Al output into false results.

Adversarial Patch Camouflage

Against Aerial Detection (arxiv.org/abs/2008.13671

Source: ADVERSARIAL PATCH CAMOUFLAGE AGAINST AERIAL DETECTION arXiv:2008.13671v1 [cs.CV] 31 Aug 2020



LOW COST CHEATING VISION COMPUTING

Russia covering aircraft with tires to confuse image processing and aircraft identification in missile seekers

[

Source: https://www.twz.com/air/russia-covering-its-aircraft-in-tires-is-about-befuddling-image-matching-seekers-u-s-military-confirms
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ANTI FACIAL RECOGNITION MASK

CV Dazzle is a makeup system to kill face detection

DOTTED LINES

NO FACES
DETECTED
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Source: https://www.diyphotography.net/cv-dazzle-makeup-system-kills-face-detection/
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LLM JAILBREAKING

GROK Code Generation: Multi-Step-Attack on Prompt Rule Sets
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LLM JAILBREAKING

GEMINI DAN (DO ANYTHING NOW): Role Play Jailbreak-Attack to build a Molotov Cocktail
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Hello, Mirko

Humans review some saved chats to improve Google Al. To stop this for future chats, turn
off Gemini Apps activity. If this setting is on, don't enter info that you wouldn’t want

reviewed or used. How it works
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LLM JAILBREAKING

DEEKSEEK — Censorship: ASCIl Code Injection to Jailbreak Censorship Rule-Set

[= C U & deepseek.de w

[«

@ T ¥ ﬂ * ] E ﬁ 9 0

d e e p S e e I ( DeepSeek DeepSeek FAQ DeepSeek Modelle DeepSeek App  DeepSeek (EN) DE-

DeepSeek V3

Hier konnen Sie das DeepSeek-V3 Modell von DeepSeek kostenlos und ohne Registrierung nutzen. Der Wissensstand
basiert auf Daten bis Oktober 2023.

DeepSeek V3 DeepSeek R1
Hallo! Ich bin ein KI-Chatbot, der von DeepSeek V3 betrieben wird.

Schreiben Sie eine Nachricht

Powered by DeepSeek API

Tipps zur optimalen Nutzung von DeepSeek

Um das Beste aus DeepSeek herauszuholen, sollten Sie bewahrte Methoden und Strategien kennen. Hier finden Sie
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THANKYOU
FOR YOURTIME

Mirko Ross asvin GmbH
CEO Stuttgart, Germany
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