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OUR MISSION AT ASVIN

Ensure security and protection for
businesses and their valuable assets

SaaS-PRODUCTS: Risk by Context™
Device Security Booster™

SERVICES: Consulting support
Guideance and implementation
Enterprise Consulting

FOUNDATION: 2018

LOCATIONS: Stuttgart, Brussels, Cambridge

INDUSTRY: Machinery / Factory Automation,
Automotive OT,

Critical Infrastructure, Government
Aerospace/ Space /Defense

FOUNDERS: Mirko Ross (CEQ) | Sven Rahlfs (CFO)
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Blog Getin touch!
KI-FOGGER
Projektwebsite:

Kl-Modelle schiitzen.
Know-how bewahren.
Souveranitat sichern.

Ein vom BMFTR geférdertes Kl-Sicherheitsforschungsprojekt
zur Entwicklung neuer Sicherheitstechnologien fiir Kl-

Modelle im Maschinen- und Anlagenbau.

Zur Projektbeschreibung

Gefordert durch.
Verbundkoordinator @ Partner
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secureld The Problem of IP
Protection in the Al race

Is it all just stolen? — DeepSeek and Model Theft
Feb 18, 2025 | Cyber-Sicherheit, Machine Learning and Al, News

The DeepSeek vs. ChatGPT incident
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Distillation makes Al Models smaller and cheaper!

Teacher Model

* |tis not only about to protect IP in the Teacher Model
original Al model b

* Distillation makes the resulting student
model more performant and cheaper

Source:
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THE CHALLENGE: HOW TO PROT
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Ki-FOGGER

KI-FOGGER solution:
Using methods from Al attacking to protect Al

Model behavior without backdoor signal

Data entry without .
R Results arein the
Backdoor Signal A

noisy room

E —— Model A )

Results room is noisy and expenses
are predominantly
incorrect and unusable

Extraction of steganographic information with backdoor signal

Data Entry with

Results are in the
Backdoor Key ©=vri @7  desired space o
' ' utputs are only made in the
@ el B o desired result space
]
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FINANCE
SUMMIT

WINNER BW STARTUP AWARD

THANKYOU
FOR YOUR TIME

Mirko Ross asvin GmbH EXCELLENCE
AWARDS gBioTEvolution:
CEO Stuttgart, Germany L TL T i! 2022 £

2022 @

4
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) N Champions YP20@it-s3 #1
i B Bad berg
German Startup Cup

2020 Category IT Secutity
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Mm.ross@asvin.io WWW.asVvin.io
contact@®asvin.io
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